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| Theony-1 | !
Week | Class Day ' Theory Topics
. | ] Introduction To ONS
| 2nd | The need for security
i 3nd Security approach
-td\ Ponciples of security
| 2nd ' It | Types of attacks
2nd Revison
34 Plaintext &Cipher Text
4th | Substitution techniques
‘ 3ed Ist ‘, Substitution techniques contd ..
| |
| >nd | Transposition techniques
| 3ar | Transposition techniques contd..
| - | Encypiion &Decryption
| 4th Ist | Symmetric key cryptography
| 2nd Asymmetric key eryptography
3dr | Revision
| @ Quiz Tex
|
S8 |1 | Symmetric key algorithm types 1
2nd Overview of Symmetric key cryptography
[ 3ed Data encryption standards
| 4h Data encryption standards contd..
st Overview of Asymmetric key cryptography
2nd Asymmetric key cryptography contd...
| 6th 3d The RSA algorithm
' The RSA algorithm contd..
' Tth Ist Symmetric &Asymmetric key cryptography
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;: Sy fn.rnetr.ic &Asymmetric key cryptography contd...
Digital signature
i A:: Digitall signature contd.. R e
Question answer discussion
2nd Digital certificates
3rd Digital certificates contd..
4th Digital certificates contd..
o Ist Private key management
2nd Private key management contd..
3rd PKIX Model
4th PKIX Model contd..
10th Ist Public key cryptography standards
2nd Public key cryptography standards contd
3rd Revision
4th Basic concepts of Internet security protocols
11th Ist Secure socket layer
2nd Secure socket layer contd..
3rd Transport layer security
4th Secure Hypertext transfer protocol(SHTTP)
12th 1st Secure Hypertext transfer protocol(SH”l”l"P)contd..
_EF/ Time stamping protocol(TSP)
W’/_ Secure electronic transaction(SET)
At | Quiz Test g T
—ﬁtﬂ"’ﬁt/ Authentication basics, Password
—ﬂi——/ Authentication Tokens
_ﬂ/—‘ Certificate based authentication
_ﬂh/d Biometric authentication
14th Ist Question Answer Discussion
ond e Bric introduction of TCP/IP
3rd || Firewall
r——— [P Security ]
5rd | Virtual Private Network(VPN)
3rd Virtual Private Network(VPN)contd
4th Discussion of previous year questions
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