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Semesterr6 Sunmmer2025 

Theory Topics 
Introduction To CNS 

No. of Daysireek:04periods StartDate:22.12.2025 

The need for security 

Security approach 
Principles of security 
Types ofattacks 

Revision 

Plaintext&Cipher Text 

Substitution techniques 

Substitution techniqus contd... 

Transposition techniques 

Transpostion techniques contd.. 

Encryption &Decryption 

Symmetric key cryptography 
Asymmetric key cryptography 
Revision 

Quiz Test 

Symmetric key algorithm types 

Overview of Symmetric key cryptography 

Data encyption standards 

Data encyption standards contd. 
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Soudagar Jena Lect 
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The RSA algorithm contd.. 

jenasoudagar@ gmail.com 

Overviewof Asymmetric key cryptography 

EndDate:18.04.2026 

Symmetric &Asymmetric key cryptography 
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Symmetric &Asymmetric key cryptography contd... 
Digital signature 

Digital signature contd. 
Question answer discussion 

Digital certificates 
Digital certificates contd. 

Digital certificates contd.. 

Private key management 

Private key management contd. 

PKIX Model 

PKIX Model contd.. 

Public key cryptography standards 

Public key cryptography standards contd 

Revision 

Basic concepts of Internet security protocols 

Secure socket layer 

Secure socket layer contd. 

Transport layer security 

Secure Hypertext transfer protocol(SHTTP) 

Secure Hypertext transfer protocol(SHTTP)contd.. 

Time stamping protocol(TSP) 

Secure electronic transaction(SET) 

Quiz Test 

Authentication basics, Password 

Authentication Tokens 

Certificate based authentication 

Biometric authentication 

Question Answer Discussion 

Brief introduction of TCP/IP 

Firewall 

IP Security 
Virtual Private Network(VPN) 

Virtual Private Network (VPN)contd 

Discussion of previous year questions 

Sowloasr tena 
Signate of ficlty 
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